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Which organization manages the ISASecure conformance certification program?

Available Choices (select all choices that are correct)

A. American Society for Industrial Security

B. Automation Federation

C. National Institute of Standards and Technology
D. Security Compliance Institute

Answer: D

Which is an important difference between IT systems and IACS?
Available Choices (select all choices that are correct)

A. The IACS security priority is integrity.

B. The IT security priority is availability.

C. IACS cybersecurity must address safety issues.
D. Routers are not used in IACS networks.

Answer: C

Security Levels (SLs) are broken down into which three types?
Available Choices (select all choices that are correct)

A.SL-1, SL-2, and SL-3

B. Target.capability, and achieved
C. Target.capability, and availability
D. Target.capacity, and achieved

Answer: B
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Which is the BEST practice when establishing security zones?
Available Choices (select all choices that are correct)

A. Security zones should contain assets that share common security requirements.

B. Security zones should align with physical network segments.

C. Assets within the same logical communication network should be in the same security zone.
D. All components in a large or complex system should be in the same security zone.

Answer: A

Which of the following attacks relies on a human weakness to succeed?
Available Choices (select all choices that are correct)

A. Denial-of-service

B. Phishing

C. Escalation-of-privileges
D. Spoofing

Answer: B
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